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Candidates for this exam should have subject matter expertise implementing, managing, and monitoring an organization’s Microsoft Azure environment.




Responsibilities for an Azure Administrator include implementing, managing, and monitoring identity, governance, storage, compute, and virtual networks in a cloud environment, plus provision, size, monitor, and adjust resources, when needed.




An Azure Administrator often serves as part of a larger team dedicated to implementing your organization’s cloud infrastructure.




A candidate for this exam should have at least six months of hands-on experience administering Azure, along with a strong understanding of core Azure services, Azure workloads, security, and governance. In addition, this role should have experience using PowerShell, Azure CLI, Azure portal, and Azure Resource Manager templates.




Skills measured




	Manage Azure identities and governance (15-20%)
	Implement and manage storage (10-15%)
	Deploy and manage Azure compute resources (25-30%)
	Configure and manage virtual networking (30-35%)
	Monitor and back up Azure resources (10-15%)





Latest Updates Microsoft az-104 Exam Practice Questions and Answers




QUESTION 1




Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while
others might not have a correct solution. After you answer a question in this section, you will NOT be able to return to it.
As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:
*
A virtual network that has a subnet named Subnet1
*
Two network security groups (NSGs) named NSG-VM1 and NSG-Subnet1
*
A virtual machine named VM1 that has the required Windows Server configurations to allow Remote Desktop
connections NSG-Subnet1 has the default inbound security rules only. NSG-VM1 has the default inbound security rules
and the following custom inbound security rule:
*
Priority: 100
*
Source: Any




Source port range: * * Destination: *
*
Destination port range: 3389
*
Protocol: UDP
*
Action: Allow
VM1 connects to Subnet1. NSG1-VM1 is associated with the network interface of VM1. NSG-Subnet1 is associated with Subnet1.
You need to be able to establish Remote Desktop connections from the internet to VM1. Solution: You add an inbound
security rule to NSG-Subnet1 that allows connections from the Any source to the VirtualNetwork destination for port
range
3389 and uses the TCP protocol. You remove NSG-VM1 from the network interface of VM1.
Does this meet the goal?
A.
Yes
B.
No




Correct Answer: B




The default port for RDP is TCP port 3389. A rule to permit RDP traffic must be created automatically when you create
your VM.
Note on NSG-Subnet1: Azure routes network traffic between all subnets in a virtual network, by default.
References:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp- connection




QUESTION 2




You have an Azure Active Directory (Azure AD) tenant named adatum.com. Adatum.com contains the groups in the
following table.








You create two user accounts that are configured as shown in the following table.








To which groups do User1 and User2 belong? To answer. select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.
Hot Area:








Correct Answer:








Box 1: Group 1 only First rule applies Box 2: Group1 and Group2 only Both membership rules apply. References:
https://docs.microsoft.com/en-us/sccm/core/clients/manage/collections/create- collections




QUESTION 3




You need to the appropriate sizes for the Azure virtual for Server2. What should you do? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Hot Area:








Correct Answer:








Box 1: Create a Recovery Services vault
Create a Recovery Services vault on the Azure Portal.
Box 2: Install the Azure Site Recovery Provider
Azure Site Recovery can be used to manage the migration of on-premises machines to Azure. Scenario: Migrate the virtual
machines hosted on Server1 and Server2 to Azure.
Server2 has the Hyper-V host role.
References:
https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-on-premises-azure




QUESTION 4




You are evaluating the name resolution for the virtual machines after the planned implementation of the Azure
networking infrastructure. For each of the following statements, select Yes if the statement is true. Otherwise, select
No.
Hot Area:








Correct Answer:








QUESTION 5




You have an Azure subscription that contains a user account named User1. You need to ensure that User1 can assign
a policy to the tenant root management group. What should you do?
A. Assign the Owner role to User1, and then instruct User1 to configure access management for Azure resources.
B. Assign the Global administrator role to User1, and then instruct User1 to configure access management for Azure
resources.
C. Assign the Global administrator role to User1, and then modify the default conditional access policies.
D. Assign the Owner role to User1, and then modify the default conditional access policies.




Correct Answer: A




QUESTION 6




You have an Azure subscription that contains the following users in an Azure Active Directory tenant named
contoso.onmicrosoft.com:








User1 creates a new Azure Active Directory tenant named external.contoso.onmicrosoft.com. You need to create new
user accounts on external.contoso.com.onmicrosoft.com. Solution: You instruct User1 to create user accounts.
A. Yes
B. No




Correct Answer: A




Only a global administrator can add users to this tenant.
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/add-users-to-azure-ad




QUESTION 7




You have an Azure subscription that contains an Azure file share. You have an on-premises server named Server1 that
runs Windows Server 2016. You plan to set up Azure File Sync between Server1 and the Azure file share. You need to
prepare the subscription for the planned Azure File Sync. Which two actions should you perform in the Azure
subscription? To answer, drag the appropriate actions to the correct targets. Each action may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.
Select and Place:








Correct Answer:








First action: Create a Storage Sync Service
The deployment of Azure File Sync starts with placing a Storage Sync Service resource into a resource group of your
selected subscription.
Second action: Run Server Registration
Registering your Windows Server with a Storage Sync Service establishes a trust relationship between your server (or
cluster) and the Storage Sync Service. A server can only be registered to one Storage Sync Service and can sync with
other servers and Azure file shares associated with the same Storage Sync Service.
The Server Registration UI should open automatically after installation of the Azure File Sync agent.








Incorrect Answers:
Not Install the Azure File Sync agent: The Azure File Sync agent is a downloadable package that enables Windows
Server to be synced with an Azure file share.




QUESTION 8




You have an Azure subscription that contains the following users in an Azure Active Directory tenant named
contoso.onmicrosoft.com:








User1 creates a new Azure Active Directory tenant named external.contoso.onmicrosoft.com. You need to create new
user accounts on external.contoso.com.onmicrosoft.com. Solution: You instruct User3 to create user accounts.
A. Yes
B. No




Correct Answer: B




Only a global administrator can add users to this tenant.
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/add-users-to-azure-ad




QUESTION 9




You have an Azure subscription that contains an Azure Availability Set named WEBPROD-AS- USE2 as shown in the following exhibit.








You add 14 virtual machines to WEBPROD-AS-USE2.
Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.
NOTE: Each correct selection is worth one point.
Hot Area:








Correct Answer:








QUESTION 10




You need to prepare the environment to ensure that the web administrators can deploy the web apps as quickly as
possible.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
Select and Place:








Correct Answer:








QUESTION 11




You have several Azure virtual machines on a virtual network named VNet1. You configure an Azure Storage account
as shown in the following exhibit.








Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.
Hot Area:








Box 1: always Endpoint status is enabled. Box 2: Never After you configure firewall and virtual network settings for your
storage account, select Allow trusted Microsoft services to access this storage account as an exception to enable Azure
Backup service to access the network restricted storage account.








Reference:
https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-windows https://azure.microsoft.com/enus/blog/azure-backup-now-supports-storage-accounts-secured- with-azure-storage-firewalls-and-virtual-networks/




QUESTION 12




You are evaluating the connectivity between the virtual machines after the planned implementation of the Azure
networking infrastructure. For each of the following statements, select Yes if the statement is true. Otherwise, select
No.
Hot Area:








Correct Answer:








QUESTION 13




You plan to create an Azure virtual machine named VM1 that will be configured as shown in the following exhibit. The
planned disk configurations for VM1 are shown in the following exhibit.












100 Azure virtual machines
You need to ensure that VM1 can be created in an Availability Zone. Which two settings should you modify? Each
correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
A. Use managed disks
B. Availability options
C. OS disk type
D. Size
E. Image




Correct Answer: AE
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