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Question 1:




Examine This FortiGate configuration:








Examine the output of the following debug command:








Based on the diagnostic outputs above, how is FortiGate handling the traffic for new sessions that require inspection?




A. It is allowed, but with no inspection




B. It is allowed and inspected as long as the inspection is flow based




C. It is dropped.




D. It is allowed and inspected, as long as the only inspection required is an antivirus.




Correct Answer: C









Question 2:




Refer to the exhibits.








Exhibit A shows the system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory usage thresholds. Based on the system performance output, which two statements are correct? (Choose two.)




A. Administrators can access FortiGate only through the console port.




B. FortiGate has entered conserve mode.




C. FortiGate will start sending all files to FortiSandbox for inspection.




D. Administrators cannot change the configuration.




Correct Answer: BD




Reference: https://www.skillfulist.com/fortigate/fortigate-conserve-mode-how-to-stop-it-and-what-it-means/









Question 3:




Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate inspection is enabled? (Choose three.)




A. The subject field in the server certificate




B. The serial number in the server certificate




C. The server name indication (SNI) extension in the client hello message




D. The subject alternative name (SAN) field in the server certificate




E. The host field in the HTTP header




Correct Answer: ACD




Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection









Question 4:




Which of the following conditions must be met in order for a web browser to trust a web server certificate signed by a third-party CA?




A. The public key of the web server certificate must be installed on the browser.




B. The web-server certificate must be installed on the browser.




C. The CA certificate that signed the web-server certificate must be installed on the browser.




D. The private key of the CA certificate that signed the browser certificate must be installed on the browser.




Correct Answer: C









Question 5:




A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub-interfaces added to the physical interface.




Statements about the VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in different subnets.




A. The two VLAN sub-interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.




B. The two VLAN sub-interfaces must have different VLAN IDs.




C. The two VLAN sub-interfaces can have the same VLAN ID, only if they belong to different VDOMs.




D. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.




Correct Answer: B




FortiGate_Infrastructure_6.0_Study_Guide_v2-Online.pdf ?gt; page 147 “Multiple VLANs can coexist in the same physical interface provide they have different VLAN ID”









Question 6:




How does FortiGate act when using SSL VPN in web mode?




A. FortiGate acts as an FDS server.




B. FortiGate acts as an HTTP reverse proxy.




C. FortiGate acts as a DNS server.




D. FortiGate acts as a router.




Correct Answer: B




Reference: https://pub.kb.fortinet.com/ksmcontent/Fortinet-Public/current/Fortigate_v4.0MR3/fortigatesslvpn-40-mr3.pdf









Question 7:




Which statement about the IP authentication header (AH) used by IPsec is true?




A. AH does not provide any data integrity or encryption.




B. AH does not support perfect forward secrecy.




C. AH provides data integrity but no encryption.




D. AH provides strong data integrity but weak encryption.




Correct Answer: C









Question 8:




You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk.




What is the default behavior when the local disk is full?




A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.




B. No new log is recorded until you manually clear logs from the local disk.




C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.




D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.




Correct Answer: C




Reference: https://docs.fortinet.com/document/fortigate/6.4.0/cli-reference/462620/log-disk-setting









Question 9:




Which two statements are correct regarding FortiGate FSSO agentless polling mode? (Choose two.)




A. FortiGate points the collector agent to use a remote LDAP server.




B. FortiGate uses the AD server as the collector agent.




C. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.




D. FortiGate queries AD by using the LDAP to retrieve user group information.




Correct Answer: CD




Fortigate Infrastructure 7.0 Study Guide P.272-273 https://kb.fortinet.com/kb/documentLink.do?externalID=FD47732









Question 10:




An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this IPsec VPN configuration is true?




A. A phase 2 configuration is not required.




B. This VPN cannot be used as part of a hub-and-spoke topology.




C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed.




D. The IPsec firewall policies must be placed at the top of the list.




Correct Answer: C




In a route-based configuration, FortiGate automatically adds a virtual interface with the VPN name (Infrastructure Study Guide, 206)









Question 11:




Examine this PAC file configuration.








Which of the following statements is true? (Choose two.)




A. Browsers can be configured to retrieve this PAC file from the FortiGate.




B. Any web request to the 172.25.120.0/24 subnet is allowed to bypass the proxy.




C. All requests not made to Fortinet.com or the 172.25.120.0/24 subnet, have to go through altproxy.corp.com: 8060.




D. Any web request fortinet.com is allowed to bypass the proxy.




Correct Answer: AD









Question 12:




Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall (NGFW)? (Choose two.)




A. Proxy-based inspection




B. Certificate inspection




C. Flow-based inspection




D. Full Content inspection




Correct Answer: AC









Question 13:




Refer to the exhibit.








In the network shown in the exhibit, the web client cannot connect to the HTTP web server. The administrator runs the FortiGate built-in sniffer and gets the output as shown in the exhibit.




What should the administrator do next to troubleshoot the problem?




A. Run a sniffer on the web server.




B. Capture the traffic using an external sniffer connected to port 1.




C. Execute another sniffer in the FortiGate, this time with the filter “host 10.0.1.10”




D. Execute a debug flow.




Correct Answer: D









Question 14:




Which of the following SD-WAN load calancing method uses interface weight value to distribute traffic? (Choose two.)




A. Source IP




B. Spillover




C. Volume




D. Session




Correct Answer: CD




https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing









Question 15:




What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.)




A. Traffic to botnet servers




B. Traffic to inappropriate websites




C. Server information disclosure attacks




D. Credit card data leaks




E. SQL injection attacks




Correct Answer: CDE




…
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